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DETAILED ACTION 

1. Claims 1-19 are pending in this office action, claims 16-19 are newly added. 

2. Applicant's arguments, filed March 18, 2009, have been fully considered and 
they are persuasive. 

Claim Rejections 

3. The text of those sections of Title 35, U.S. Code not included in this action can 
be found in a prior Office action. 

Claim Rejections - 35 USC § 103 

4. Claim 12, 18, and 19 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Eskicioglu (U.S. Patent Pub. No. 2002/0108040) in view of Watanabe et a\. (U.S. 
Patent No. 7,072,657). 

Regarding claim 12 , Eskicioglu teaches an apparatus for allocating a plurality of 
encryption keys differentiated according to a plurality of access authorization classes, 
the differentiated encryption keys provided to communicate data with corresponding 
access points, the apparatus comprising: 

• An encryption key storing unit which stores the differentiated encryption keys 
(paragraph 0088-0092); and 
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• An encryption key allocation unit which reads an encryption key from the 

encryption key storing unit corresponding to a determination result of the access 
authorization determining unit and transfers a value of the encryption key to the 
wireless station (paragraph 0092). 

Eskicioglu does not teach determining an access authorization class for 
communication between the wireless station and an AP. 

Watanabe et al. teaches determining an access authorization class for 
communication between the wireless station and an AP (col. 7, lines 4-6). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine determining an access authorization to the access 
point not available for communications, as taught by Watanabe et al. , with the method 
of Eskicioglu . It would have been obvious for such modifications because the proper 
access authorization ensures the proper credentials are given to gain access. 

Regarding claims 18 and 19 , Eskicioglu as modified by Watanabe et al. teaches 
wherein the access authorization is allocated to each of a plurality of areas in a wireless 
network, each of the areas being classified according to mobile characteristics of the 
wireless station including a roaming or a hand-off operation and is used for the wireless 
station to access an access point which exists in the classified area (see col. 7, lines 17- 
40 of Watanabe et al.). 
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Claim 14 is rejected under 35 U.S.C. 103(a) as being unpatentable over Ueda et 
a! (U.S. Patent No. 6,289,102) in view of Eskicioqlu (U.S. Patent Pub. No. 
2002/0108040). 

Regarding claim 14 , Ueda et al. teaches a computer readable storage medium 
storing instructions which, when executed causes execution of a program implementing 
a structure of a wireless data packet in a wireless network that comprises a wireless 
station and an access point, the structure comprising: 

• A header of said data packet transmitted through the wireless network (fig. 1 , 
SECTOR HEADER FIELD); 

• An encrypted data field in which data contents to be transmitted are encrypted 
and stored (fig. 1, USER DATA FIELD and fig. 13, section E); and 

• An error correction field, which is used to correct data error (fig. 1 , ECC). 

Ueda et al. does not teach an access authorization information storing field, 
which indicates access authorization for communication between the wireless station 
and the access point, wherein: the access authorization information storing field 
comprises access authorization information being used for allocating encryption keys 
differentiated according to access authorization classes, and the differentiated 
encryption keys are provided to communicate data with corresponding access points. 
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Eskicioglu teaches an access authorization information storing field, which 
indicates access authorization for communication between the wireless station and the 
access point, wherein: the access authorization information storing field comprises 
access authorization information being used for allocating encryption keys differentiated 
according to access authorization classes, and the differentiated encryption keys are 
provided to communicate data with corresponding access points (paragraph 0038, 
0047, and 0088-0094). 

It would have been obvious to one of ordinary skill in the art, at the time the 
invention was made, to combine a field for access authorization information storing, as 
taught by Eskicioglu , with the medium of Ueda et al. It would have been obvious for 
such modifications because the access authorization field tells the device being 
accessed which level of access needs to take place. 

Allowable Subject Matter 

5. Claims 13 and 15 are objected to as being dependent upon a rejected base 
claim, but would be allowable if rewritten in independent form including all of the 
limitations of the base claim and any intervening claims. 

6. Claims 1-1 1 , 16, and 17 are allowed. 



Response to Arguments 
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7. Claims 12, 14, and 18-19 remain rejection because the independent claim 
language does not state that the keys are obtained "in advance," as do claims 1 and 8. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to BRANDON S. HOFFMAN whose telephone number is 
(571)272-3863. The examiner can normally be reached on M-F 8:30 - 5:00. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nasser G. Moazzami can be reached on 571-272-4195. The fax phone 
number for the organization where this application or proceeding is assigned is 571- 
273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 



/Brandon S Hoffman/ 

Primary Examiner, Art Unit 2436 



